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Cybersecurity Laboratory

Central Virtualization & Cybersecurity Server QTy (1)

Enterprise Virtualization & Cybersecurity Server -

Appllcatlon Areas SOC, SIEM, Penetration Testing, Virtual Labs
;Processor {CPU) w1 Intel Xeon: 638 48Core or hlgher (Iatest

_ RO ‘generation) |

Graphlcs /VIDEO Latest RTX Generatlon Wlth At Least 32GB
Memory (RAM) .1 128 GB DDR4/DDR5 ECC Registered =
RAM Expandability Up to 256 GB or higher

‘Primary Storage | 1TTBNVMeSSD = =

Secondary Storage Minimum 8 TB Enterprlse SSD

‘Storage Configuration

RAID 5 (RAID 10 preferred) -

RAID Controller

Hardware RAID controller with cache -

Networking - - I:Dual Ethernet (1 GbE minimum, 10 GbE optional) -
Expansion Slots PCle expansion slots
‘Management - | Remote management (iDRAC /iL0)

Secunty Features

TPM 2. 0 Secure Boot

Ports ';;- . USB3.0x4 mmlmum, VGA/D]Splay, management .
. port o :
Power Supply Dual redundant hot- swappable PSU
- Cooling System | Enterprise-grade redundant fans *
Form Factor Rack-mounted (2U preferred]
Operating System |'Virtualization-ready =~
Warranty 2 Years

Student Cybersecurity Workstations

QTY (40)

“Processor (CPU} ~Intel Core Ultra 7 265K or better
CPU Cores Minimum 12 cores
Graphics Card (GPU) -~ | NVIDIA RTX 5050 minimum 8GB memory - " ;- "
Memory (RAM) 32GB DDRS
RAM Expandability - 'Upto64GB :
Storage 1TB NVMe PCIe Gen4 SSD
Networking | 25GbE ; R R
Power Supply Minimum 650W 80+ Certlfled
‘Cooling System - i Aircooling BRI
Form Factor _ Mid Tower
Ports =~ - 1 USB, HDMI, DisplayPort, Rj45, Audio . =70
Operating System No OS
‘Accessories . :'Keyboard, mouse ' = =
Warranty 2 Years

1




Student Monitor Specifications QTY (40)

Screen Size 24-inch e
Resolution 1920 x 1080
Panel Type = i oo ar ol PE
Response Time <1 ms

Inputs. o0 oo 0 D HDMI
Brlghtness 2 250 mts
Warranty © 0 T 2 ears s

Instructor Displays QTy (2)

Screen Size' _ ‘12 85inches "

Resolution ‘ 3840 x 2160 (41{ UHD] _
PanelType .~ o o FLEDJIPS e
Brightness _ 350~ 500 nlts

Inputs HDMI x2 minimum, DlsplayPort ><1
Audio - . ooooao oo ni U Byilt-in speakers o S
Mounting Wall mount 1ncluded
'Warfanty R S 5."; SRR 2 Years E": R : ._ B 5 ..: kﬂg
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Cooling Systen Defualt Coolmg System (Fans) 29, 30,31 -

. 27-Inch 2k IPS Display With Minimum 120HZ Refresh
Monitor Rate And <5 Response Time 29,30
Networking Lan Support At Least 1Gbps + With Wifi 6 Or Newer 29 30 31
Monitor 23.8-inch or 24-inch 1080P IPS Display 32
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